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          FEATURED UPDATE
  
  
          How to Figure Out What Your Car Knows About You (and Opt Out of Sharing When You Can)


  
  
          Cars collect a lot of our personal data, and car companies disclose a lot of that data to third parties. It’s often unclear what’s being collected, and what's being shared and with whom. A recent New York Times article highlighted how data is shared by G.M. with insurance companies , sometimes without clear knowledge from the driver. If you're curious about what your car knows about you, you might be able to find out. In some cases, you may even...
  
  

  
      
          
  
  
          FEATURED UPDATE
  
  
          Decoding the California DMV's Mobile Driver's License


  
  
          The State of California is currently rolling out a “mobile driver’s license” (mDL), a form of digital identification that raises significant privacy and equity concerns . This post explains the new smartphone application, explores the risks, and calls on the state and its vendor to focus more on protection of the users. What is the California DMV Wallet? The California DMV Wallet app came out in app stores last year as a pilot, offering the ability to store and display...
  
  

  
      
          
  
  
          FEATURED UPDATE
  
  
          Thousands of Young People Told Us Why the Kids Online Safety Act Will Be Harmful to Minors  


  
  
          With KOSA passed, the information i can access as a minor will be limited and censored, under the guise of "protecting me", which is the responsibility of my parents, NOT the government. I have learned so much about the world and about myself through social media, and without the diverse world i have seen, i would be a completely different, and much worse, person. For a country that prides itself in the free speech and freedom of its peoples, this...
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Resource

              Surveillance Self-Defense

            
    
  
  
  
    
Description: 
Surveillance Self-Defense is EFF's online guide to defending yourself and your friends from surveillance by using secure technology and developing careful practices.
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              Reproductive Justice

            
    
  
  
  
    

  
    ترتبط العدالة الإنتاجية والوصول الآمن للإجهاض، كالعديد من الجوانب الأخرى لإدارة رعايتنا الصحية، مرتبطة بشكل أساسي بحياتنا الرقمية. مع قرار دوبز ڤي جاكسون بإلغاء الحماية التي وفرها روي ڤي وايد للأشخاص الذين يسعون للحصول على الرعاية الصحية المتعلقة بالإجهاض، والتي كانت من المعلومات الحميدة قبلا، أصبحت اليوم دليلًا جنائيًا محتملًا. هذا التهديد الموسع للحقوق الرقمية خطير بشكل خاص على الأشخاص السود، السكان الأصليون/ات وذوي البشرة الملونة، وذوي الدخل المنخفض، والمهاجرين/ات، وأفراد مجتمع الميم – عين وغيرهم من المجتمعات المهمشة تقليديًا، ومقدمي الرعاية الصحية الذين يخدمون هذه المجتمعات.في هذه الصفحة، قمنا بتجميع أدلة خصوصية البيانات لأي شخص من المحتمل أن يتأثر: أولئك الذين يسعون للحصول على الرعاية الصحية والعيادات والمهنيين/ات الصحيين/ات المتعلقة بالإجهاض، وكذلك أولئك المشاركين/ات في حركات مناصرة الوصول إلى الإجهاض الآمن. ترتبط هذه الصفحة أيضًا بمساعي وتوصيات منظمة الجبهة الالكترونية إلى الهيئات التشريعية والشركات من أجل حماية أفضل للحقوق الرقمية للأشخاص الذين يحتاجون ويقدمون الرعاية الصحية الإنجابية.شاهد هذا الفيديو القصير حول الأمن الرقمي لحركة الوصول الآمن للإجهاض:
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Browser Add-on

              Privacy Badger

            
    
  
  
  
    
Description: 
Privacy Badger is an install-and-forget browser add-on that stops advertisers and trackers from secretly tracking where you go and what pages you look at on the web.
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Deeplinks Blog
 by José Martinez
 | March 19, 2024

              Lucy Parsons Labs Takes Police Foundation to Court for Open Records Requests

            
    
  
  
  
    
The University of Georgia (UGA) School of Law’s First Amendment Clinic has filed an Open Records Request lawsuit to demand public records from the private Atlanta Police Foundation (APF). The lawsuit, filed at the behest of the Atlanta Community Press Collective and Electronic Frontier Alliance-member Lucy Parsons...



  


          
  

  
    
      
      



Deeplinks Blog
 by Jillian C. York
 | March 19, 2024

              Speaking Freely: Maryam Al-Khawaja 

            
    
  
  
  
    
Maryam Al-Khawaja is a Bahraini Woman Human Rights Defender who works as a consultant and trainer on Human Rights. She is a leading voice for human rights and political reform in Bahrain and the Gulf region. She has been influential in shaping official responses to human rights atrocities in Bahrain...


  


          
  

  
    
      
      



Deeplinks Blog
 by Alexis Hancock
 | March 18, 2024

              Decoding the California DMV's Mobile Driver's License

            
    
  
  
  
    
The State of California is currently rolling out a “mobile driver’s license” (mDL), a form of digital identification that raises significant privacy and equity concerns. This post explains the new smartphone application, explores the risks, and calls on the state and its vendor to focus more...



  


          
  

  
    
      
      



Deeplinks Blog
 by Sophia Cope, Aaron Mackey
 | March 18, 2024

              EFF to California Appellate Court: Reject Trial Judge’s Ruling That Would Penalize Beneficial Features and Tools on Social Media

            
    
  
  
  
    
EFF legal intern Jack Beck contributed to this post.A California trial court recently departed from wide-ranging precedent and held that Snap, Inc., the maker of Snapchat, the popular social media app, had created a “defective” product by including features like disappearing messages, the ability to connect with people through mutual...



  


          
  

  
    
      
      
Deeplinks Blog
 by David Greene, Karen Gullo
 | March 15, 2024

              Lawmakers: Ban TikTok to Stop Election Misinformation! Same Lawmakers: Restrict How Government Addresses Election Misinformation!

            
    
  
  
  
    
In a case being heard Monday at the Supreme Court, 45 Washington lawmakers have argued that government communications with social media sites about possible election interference misinformation are illegal.Agencies can't even pass on information about websites state election officials have identified as disinformation, even if they don't request that any...



  


          
  

  
    
      
      



Deeplinks Blog
 by Matthew Guariglia, Andrew Crocker
 | March 15, 2024

              The SAFE Act to Reauthorize Section 702 is Two Steps Forward, One Step Back

            
    
  
  
  
    
Section 702 of the Foreign Intelligence Surveillance Act (FISA) is one of the most insidious and secretive mass surveillance authorities still in operation today. The Security and Freedom Enhancement (SAFE) Act would make some much-needed and long fought-for reforms, but it also does not go nearly far enough...



  


          
  

  
    
      
      



Deeplinks Blog
 by Jason Kelley
 | March 15, 2024

              Thousands of Young People Told Us Why the Kids Online Safety Act Will Be Harmful to Minors  

            
    
  
  
  
    
With KOSA passed, the information i can access as a minor will be limited and censored, under the guise of "protecting me", which is the responsibility of my parents, NOT the government. I have learned so much about the world and about myself through social media, and without the diverse...



  


          
  

  
    
      
      



Deeplinks Blog
 by Aaron Mackey, Jason Kelley
 | March 15, 2024

              Analyzing KOSA’s Constitutional Problems In Depth 

            
    
  
  
  
    
Why EFF Does Not Think Recent Changes Ameliorate KOSA’s Censorship The latest version of the Kids Online Safety Act (KOSA) did not change our critical view of the legislation. The changes have led some organizations to drop their opposition to the bill, but we still believe it is a...



  


          
  

  
    
      
      
Deeplinks Blog
 by José Martinez
 | March 15, 2024

              San Diego City Council Breaks TRUST

            
    
  
  
  
    
In January, San Diego voted to reduce public oversight over police surveillance even before the ordinance enforcing that oversight has been fully implemented.


  


          
  

  
    
      
      



Deeplinks Blog
 by Hudson Hongo, David Greene
 | March 15, 2024

              5 Questions to Ask Before Backing the TikTok Ban

            
    
  
  
  
    
With strong bipartisan support, the U.S. House voted 352 to 65 to pass HR 7521 this week, a bill that would ban TikTok nationwide if its Chinese owner doesn’t sell the popular video app. The TikTok bill’s future in the U.S. Senate isn’t yet clear, but President Joe...
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            Check out our 4-star rating on Charity Navigator.
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